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1 OBO3HAYEHMHS U COKPAIIEHMS

Coxpamenune

HaumenoBaHHe WIH onpeaesieHue

[TpeoGpasosanue cereBsix axpecoB (Network

NAT .

Address Translation)

Bupryansnas 3anIMIeHHas CeTb,
VPN-cetsb opraHu3oBaHHas 10 TexHonoruu VPN,

spismomasicss yacteio 3CIT COIT (Poccus)

ABTOPH30BaHHBIH [APTHED

OpraHuzauuy, UMeEIOIWHAE JeHCTBYIONIHE
manensun @CB Poccun Ha pacnpocTpaHeHue
u obcnyxuparne C3W u naprHepckue
cornamerus ¢ [Ipomssomurenmsmu C3UM na
MOCTABKY M TeXHHYecKoe obcmyxkHBaHHE
C3U, B oObeMe, periaMeHTUPOBaHHOM
[lpomsBomurensima ~ C3M, wm  HHOM
pacuIMpeHHOM o0Bbeme

AIIMHHHCTPATOP

AxnuonepHoe 00mecTBO  «DNEKTPOHHBIH
nacriopt», MHH 7701369198, 119072, r.
Mocksa, Coduiickas Hab., 1. 22, ctp. 1.

APM

ABTOM aTU3HPOBAHHOE paﬁoqee MECTO

AC C3II

ApromarusupoBanHas cucreMa «CHCTEMBI
97EKTPOHHBIX ~ IIACIIOPTOB  TPAHCIOPTHBIX
cpencTB (MACIOPTOB INACCH TPAHCIOPTHBIX
CPeACTB) W  9NEKTPOHHBIX  IACIOpTOB
CAMOXOJHBEIX MallMH ¥ JpPYyruX BHJIOB
TEeXHUKU

3CI1J] COI1 (Pocens)

3amuIneHHas ceTh nepenayn JaHHEX CucTeM
SNIEKTPOHHBIX  [ACTOPTOB  TPAaHCIOPTHBIX
cpencTB (MacmopTOB INACCH TPAHCHIOPTHBIX
CpPeAcTB) M  ONEKTPOHHBIX  I[1acTOpTOB
CAMOXOZHBIX MaIlMH ¥ JpPYTHX BHIOB
TeXHUKH, cO3AanHas ¢ ucroys3oBanueM C3U

WC 3aspurensd

UndopManvonHas  cHcTeMa  3asdBHTed,
HCIIONB3yeMast Juist B3anmozeicTsua ¢ COII

Kpunronumnos

[TAK, OCYIIECTBIIAIOIMHA
KpunTorpaguyecKyr0  3amMTy  Tpaduka
AHHBIX HA OCHOBE IIH(pOBaHMS MMAKETOB IO
perJIaMEeHTHPOBAHHBIM ~ NIPOTOKONAM  IIpH
YCTaHOBJICHHH COEHHEHH,
cootBeTcTBYIomuit TpeGoBannaM k C3U OCh
Poccum ® obecneyuBarommit  6a30BYi0
yHKIHOHANBHOCTE  coBpeMenHoro  VPN-
yCTpOHCTBA

Omneparop

AO «Y,HOCTOBEPHIOI.LIHFI LIEHTP»,
WHH 7806122720, 195027, r. CaHKT-
Ietep6ypr, yn. Mansiruna, a. 6, murepa A -
opraHuMsalis, HMMelomas  JeHCTBYIOMIHE
munen3ud WCH Poccuu Ha pacrnpocTpaHEeHHE
1 obcnyxusanne C3U




Coxpamenne

HaumenoBanue Hin onpeaesieHue

[MAK [TporpaMmHO-annapaTHs KOMILIEKC
110 IIporpammuoe obecneyenne
Tipossmozsrens C3H Oprauusanus, ocymecTBIsSIOmAas paspaboTky,

Npou3BOACTBO ¥ pemonT C3U

Cepruduxar crennaibHOH
TOANEPKKH

TEXHHYECKOH

Hoxyment, odopmienusni OnepatopoM H
NONATBEPXKAAIOIMH IIPaBO Ha COBMECTHYIO
TEXHHYECKYIO TIOLIEPXKKY CPEACTB 3allMTHI
uH(pOpMaIHH oT Omneparopa %4
[IpoussonuTtens. VYCIOBHS  TEXHHYECKOH
NOAJZIEPKKH ONMyONHKOBaHEl HA OQHLHATEHOM
caifte Oneparopa B cetn MHTepHeT N0 ampecy:
www.nwudc.ru

C31

Cpencrra 3aMIATHI HHQOpMALHH,
BKJIIOYAIOIIAE B cebs [TAK
1 (um) 10, npomemmme npoueaypy OLEHKH
COOTBETCTBHS TpeOOBAHUAM, IPEABABIIEMBIM
B 0671acTH 3ammTEl HHPOPMAITHH, B TOM YHCIIE
KpHnTorpagu4eckoil 3amuTel HHYOpPMAIHH, B

Poccuiickoi Genepanun -
cepTHOHUMPOBAHHBIE  HA  COOTBETCTBHE
TpeboBanuIM K mH(pOBaTLHEIM

(kpunrorpaduyeckuM) cpescTBaM 10 Kiaccy
sanumensoctd He Hwke KC3

3asiBUTENb

Opummyeckoe NHIO WIM HHIHBHIYaNbHBIHA
npeAnpUHAMarTens - YdacTHHK CHcTeM
JIEKTPOHHBIX  [ACTlOPTOB  TPAHCHOPTHBIX
cpencTs  (NMEKTPOHHBIX [ACNOPTOB INACCH
TPAHCHOPTHBEIX CPEACTB M  3IeKTPOHHBIX
NAacHoOPTOB CaMOXOJHBIX MAIIWH H JAPYTHX
BHIOB TEXHHKH, PpEAIH3YIONIHH 3a7adu H
dyHKIHH, BO3IOKEHHbIC Ha Hero Pemennem
Komneruu Eppasuiickod 3KOHOMHYECKOH
komhccun ot 22.09.2015 Ne 122 «O6
yreepxaenun [lopsiaka GyHKIHOHHPOBaHWS
CHCTEM MEKTPOHHBIX nacnopToB
TPaHCIIOPTHBIX  CPEACTB  (3NMEKTPOHHBIX
TMACTIOPTOB IIACCH TPAHCIOPTHBIX CPEJICTB) H
9MEKTPOHHBIX ~ TIACIIOPTOB  CAMOXO/HBIX
MallliH ® JAPYrHX BHAOB TEXHHKH» H
[IOCTAHOBJIEHHEM : [IpaBuTENnBCTBA
Poccuiickoit ®enepaumu ot 05.10.2017 Ne
1212 «O HEKOTOPHLIX BOMpPOCAX, CBA3AHHBIX C
peezienMeM B Poccuiickodt  @eaepaiuu
97IEKTPOHHBIX  MACHOPTOB  TPAHCTIOPTHBIX
CPEJICTB W 3JIEKTPOHHBIX IAclOPTOB IIACCH
TPaHCIOPTHBIX CPEACTBY

oI1

DNeKTpOHHAS NOANHCH




2 HA3HAYEHHME JOKYMEHTA
Hacrosimuii 1oKyMEHT pernaMeHTUPYET YCIIOBHSA U MOPA/IOK NOAKIIOUEHHAS 3asBUTeNeH K
3CIIA C3II (Poccns).

Pernament paspaboran ¢ cobmoienneM TpeGoBaHuii HOPMATUBHBIX IPABOBLIX AKTOB!

@enepanbHpii 3akoH or 27.07.2006 Ne 149-03 «O6 undopmauuu, HHGOPMATHOHHEIX
TEXHOJIOTHSIX | O 3aIUTe HHPOPMALTHNY;

Oenepanbablii 3akon o1 27.07.2006 Ne 152-03 «O nepcoHalbHBIX JaHHBIX Y,

ITocranosnenne  IlpaButensctBa  Poccuiickolt  @emepamuu ot 01.11.2012
Ne 1119 «O6 yrBepixaeHun TpeGoBaHHH K 3alIUTe NEPCOHANBHLIX JaHHBIX IIpH X 06paboTke B
HH(OPMAIHOHHEIX CHCTEMAX NMepCOHATBHBIX TaHHbIX Y,

[lpuxaz ®CB Poccun ot 10.07.2014 Ne 378 «O6 yreepxaenuu CocraBa u COAEepKaHHA
OpraHM3allMOHHBIX H TEXHHYECKHX Mep 110 obecneueHHI0 6e30MacHOCTH NIEPCOHANBHBIX JaHHBIX
npH ux o0paboTke B HHGOPMAIHOHHBIX CHCTEMAaX MEPCOHANBHBIX JAaHHBIX C MCIOJB30BAHHEM
cpeAcTBa KpHOTOrpaduyeckodf s3amuThl MHQOpPManuH, HEOOXOMMMBIX [UIA BBINOJHEHHS
yecraHopnennblx  [lpaBurenscrBoM  Poccuiickolt @exepaumn  TpeboBaHMi K 3aliMTe
IEPCOHANBHBIX JAHHBIX JUIS KXKIOTO MX YPOBHEH 3allMIIEHHOCTH Y,

ITpukaz ®AIICH ot 13.06.2001 Ne 152 «O0 yTBep)ACHHH HHCTPYKIHHE 00 OpraHA3alyy 1
obecnieyenun 6e30macHOCTH XpaHeHHs, o0pabOTKM W mepeladd IO KaHajlaMm CBsA3H C
HCTIONB30BAHAEM CpeACTB KpunTorpaduueckoi sammrhl HHGOpMANMHM C OrpaHHYCHHBIM

JIOCTYTIOM, He COZIepIKaIleil CBe/IeH i, COCTABIIAIONINX TOCYAaPCTBEHHYIO TalHY».



3 OBIIHE INOJOXEHUA

3CIIL COII (Poccus) npeiHasHaueHa IS OpraHU3alliy 3aIIUIIEHHOTO HHPOPMALIHOHHOTO
obmena 3assureneii ¢ AC COII na ocHOBe KpHITOrpadhu4ecKoi 3aluThl HHGOPMAITHY B KaHAIAX
CBSA3H, IPOXOAAIIMX YEPE3 HEKOHTPOIHPYEMYIO 30HY, B TOM YHCJIE TIO OTKPHITHIM CeTAM 00mero
nocryna (Mareprer).

3asBHTENIb CaMOCTOATENBHO oOmpesienaeT HeobOxomumocts mopxmouenns k 3CITJ[ COI1
(Poccus) M HeceT pPHCK IOCHEACTBHH, CBS3@HHBIX C NPHHATHIM pEIIEHHEM B OTHOLICHHH
noaxmogenua k 3CIIJT COII (Poccus). 3asBuTens BrpaBe 06paTUThCS K AJIMHHMCTDATOPY 3a
KOHCY/IbTAllHAME B HYacTH BO3MOXKHOCTH mosydeHus ycnyr B AC COIl u neobxomumocTH
noaxmoderus Kk 3CI1JI C3IT (Pocens) no renedony +7 (495) 540-46-74.

Opranuszanus samumenHoro xanama casd B pamkax 3CIIJI COII (Poccus) ssnsercs
o0s3aTenbHBIM, HO HE EJUHCTBEHHbIM ycmoueMm s paborei B AC COII, BMmecre ¢ TeM
nogxmodeHue kK AC COI Bo3MOXHO TOIBKO II0C/IE BBIIONHEHHSA 3asBHTENEM BCEX YCIOBHIA B
cootBeTcTBHH ¢ MucTpykuusamu no noxkmoueHuio k AC C3OIl, pasMmemeHHBIMH Ha caiiTe
AnmunrcTparopa www.elpts.ru.

Ha obwexrax uadopmarusanuu 3assurens, nomnodaemsix K 3CIT] COI1 (Poccust), DomKHbI
Obrte  peamu3oBadbl TpeGoBammst 1o obecnevennmto  uH(poOpMammoHHOH — Oe3omacHOCTH,
perylaMeHTHpYeMble JeHCTBYIONMM 3aKOHONATENLCTBOM H AKCILTYaTallHOHHOM JOKYMEHTALHEH K
ucrons3yemeiM C3U Biomouas obecnieuenue sammiensoctd [TAK 1 T10 C3U aBroMaTH3HpOBaHHBIX
pabounx mecT, ¢ KOTOpbIX 3asBurens ocymectaser pabory ¢ AC COII cpexcrsamu 3anuThl
uHGpOPMALIMK U AHTUBHPYCHOH 3alL[MTHI, @ TAKKE 38 CYET KOHTPOJIA M YIIPaBJIEHHA IOCTYIIOM (B TOM
grclie PU3HYECKHM) K TEXHHYECKHM cpeicTBaM obecrieueHus YCI0BHH IKCILTyaTallHy.

Hoctym B 3CIIJI COI1 (Poccust) ocymectsiusercs depes HHOOpPMAUMOHHO-
TEJIeKOMMYHHKAIHOHHYIO ceTh VIHTEepHeT, NOAK/II0YeHHe K KOTOpoi 3asBuTe/b 00eCIIeYnBaeT 3a
CYeT CBOMX CHJI U CPEZICTB.

Oneparop umeer npapo ortkmouuth 3assurena ot 3CIIJ COII (Poccus) B ciiydae
NOCTYIIeHHs 0T AJMHHHMCTparopa nH(opManmu o npuoctanosienuu nocryna k AC COII B
CBA3M C BO3HHKHOBEHHeM c00€B B NPOrPaMMHO-TEXHMYECKHX CpEACTBax 3asBHUTENs,
HECAHKIMOHHPOBAHHOTO jocTyna HeymomHomoderHeix i k AC C3II, konmpoaHus,
JIEKOMITHIIAIAY H leacceMBIrpoBafus MPOrpaMMHBIX MPOIYKTOB, Henonbdyemsx B AC COII o
yCTpaHeHHs NPHYMH TAKOTO NPHOCTAHOBJICHHS, a TAKKE B CIIydae HapylleHWs 3asBUTENEM
yesiopuit CornameHus o NpefoCTaBACHHM JOCTYNA K 3aAMMIICHHOH CETH NepeiadH JaHHBIX
CHcTeM SNEKTPOHHBIX TACTIOPTOB TPAHCHOPTHBIX CPEACTB (IIACHIOPTOB IUIACCH TPAHCIIOPTHBIX
CPENICTB) M 3JIEKTPOHHBLIX IIACHIOPTOB CAMOXOJIHBIX MANIMH M OPYTHX BHZIOB TEXHHKH (namee —
CornamieHue) WM IIOJOKEHUH HacTosAmero PernamMenra. =

Bee SasBuTenn 00sg3aHbl coO/I0ATE [IO0KEHNs HacTosAmero PernamenTa.
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4 TIOPAJOK IIOAKJIOYEHWSI 3ASBUTEJSL K 3CIA COII
(POCCHII)

opsaaok nogxmouenus 3assurens k 3CITJL COII (Poccus) BrimodaeT B cebst creyromme

STallbl:

. Omnpenenenue 3assureneM cxems! nogxmrouenns k 3CI1J1 COII (Pocens);

. IlpuoGperenue C3W u ceprudukara CIEUHANLHON TEXHHYECKOH MOIIEPKKH

3asBHTENIEM;

. ObfecnieucHue 3asBUTENIeM YCTAHOBKH H HacTpoiiku C3U;

. Baxmouenue Cornamenys Mexy 3assurenem u OmeparopoM O MPEJOCTABICHHH

noctyma k 3CTLJ] COII (Poccus);

. Tonyuenne 3asBuTenem KIO9eBOro JUCTPHOYTHBA;

. Ofecnieuennie 3asBHTE/NEM YCTAHOBKH KJIIOUEBOTO AMCTPHOYTHBA M IOANHCAHHE

3assurenem u Onepatopom Akra noaxioderns k 3CITJT COII (Poccus).







